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DETAILED ACTION 



1. Applicant's Pre-Appeal Conference Request filed on April 11, 2008 has 
been carefully considered by a Pre-Appeal Conference. The conferees agreed that 
Ono does not explicitly disclose detecting which of the plurality of communication link 
security levels is in use at the remote device as said preset communication link security 
level, as recited in Claim 1 . Thus the finality of the Office Action mailed on December 
1 1 , 2007 is now withdrawn. Claims 1-22 are pending. 

2. Applicant's response filed on April 11, 2008 has been carefully 
considered. Claims 1-22 are pending. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-4, 6, 14, and 22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ono et al. (U.S. Patent No. 6,496,930 B1), hereinafter "Ono", in view 
of Hall (U.S. Patent No. 5,126,728). 

Referring to claim 1 : 
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i. Ono teaches: 

A mobile communication terminal device configured to 
communicate with a remote device via a wireless connection, the remote device 
configured to operate at one of a plurality of communication link security levels (see 
figure 1, element 2, 'client apparatus'; and column 7, lines 39-44 '...a radio or cable 
channel...', of Ono), comprising: 

a detection unit configured to detect which of the plurality of 
communication link security levels is in use at the remote device (see fig. 7, element 
S206 'which conversion type is specified?'; column 12, lines 28-55; and column 3, lines 
17-21 '...which encryption/digital signature method should be used,...', of Ono); and 

an announcing unit configured to announce said detected 
communication link security level, each of said plurality of communication security link 
levels corresponding to a strength of ciphering in use at the remote device (see figure 1 , 
element 221 'input/output controlling unit'; and column 3, lines 17-21 of Ono). 

Ono discloses detecting which of the plurality of communication link 
security levels [i.e., encryption, digital signature, encryption and digital signature, etc., 
see figure 7 of Ono] is in use at the remote device. However, the security level detected 
is not a pre-set security level. 

ii. Hall teaches a data processing security device, attached to 
computing equipment, wherein Hall discloses a detection unit configured to detect which 
of the plurality of communication link security levels is in use at the remote device as the 
pre-set communication link security level (see column 1 1 , lines 43-46, "When the device 
detects a label within the data protocol field that indicates its security level , it would 
have the option of allowing it to pass, inhibit the flow or send replacement data in its 
place.", of Hall). 

ill. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hall into the system of Ono 
to allow selecting a security level amount a plurality of security levels. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Hall into the system of Ono to allow selecting a security level 
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amount a plurality of security levels, because Ono teaches a security communication 
method (see column 1, lines 11-14 of Ono), wherein the security level used in the 
remote device can be detected from the 'encryption variable' in the input message (see 
figure 6, 'encryption variable' of Ono). Hall teaches "When the device detects a label 
within the data protocol field that indicates its security level , it would have the option of 
allowing it to pass, inhibit the flow or send replacement data in its place." (see column 
11, lines 43-46, of Hall, emphasis added). Therefore, Hall's teaching could enhance 
Ono's system. 

Referring to claim 2 : 

Ono and Hall teach the claimed subject matter: a mobile communication 
terminal device configured to communicate with a remote device via a wireless 
connection (see claim 1 above). Ono further discloses a judgment unit (see column 8, 
lines 65-column 9, line 8 of Ono). 

Referring to claim 3 : 

Ono and Hall teach the claimed subject matter: a mobile communication 
terminal device configured to communicate with a remote device via a wireless 
connection (see claim 1 above). Ono further discloses the communication link security 
level setting unit (see column 3, lines 17-21 'Accordingly, the message receiving 
apparatus can specify... which encryption/digital signature method should be used,', of 
Ono). 

Referring to claim 4 : 

Ono and Hall teach the claimed subject matter: a mobile communication 
terminal device configured to communicate with a remote device via a wireless 
connection (see claim 1 above). Ono further discloses the control unit (see figure 1, 
element 21 'encryption/communication control unit' of Ono). 

Referring to claims 6. 14, 22 : 

Ono and Hall teach the claimed subject matter: a mobile communication 
terminal device configured to communicate with a remote device via a wireless 
connection (see claim 1 above). Ono further discloses the notification (see column 1 1 , 
lines 33-37 of Ono). 
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4. Claims 7-11, and 15-20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ono et al. (U.S. Patent No. 6,496,930 B1) in view of Hall (U.S. Patent 
No. 5,126,728), and further in viewof Yoshizawa (U.S. Patent No. 6,928,166 B2). 

Referring to claim 7 : 

i. Ono teaches: 

A server device configured to communicate with a mobile 
communication terminal device at a remote location via a wireless telecommunications 
network and in accordance with one of a plurality of communication link security levels 
(see figure 1 , element 4 'server apparatus'; and column 7, lines 39-44 '...a radio or 
cable channel...', of Ono), comprising: 

a server side detection unit configured to detect which of the 
plurality of communication link security levels is being used by said mobile 
communication terminal (see figure 8 'control procedure of server apparatus', element 
S254 'which conversion type' of Ono); and 

a server side communication link security level setting unit 
configured to set at least one of a communication link security level permitting 
communication and a communication link security level not permitting communication, 
each corresponding to said communication link security level being used by said mobile 
communication terminal (see e.g. column 1, lines 32-42 of Ono), 

wherein said server device is configured to communicate with said 
mobile communications terminal, each of said plurality of communication link security 
levels corresponding to a strength of ciphering in use at the remote device (see e.g. 
column 1, lines 32-42 of Ono). 

Ono discloses detecting which of the plurality of communication link 
security levels [i.e., encryption, digital signature, encryption and digital signature, etc., 
see figure 7 of Ono] is in use at the mobile communication terminal. However, the 
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security level detected is not a pre-set security level. Neither does Ono specifically 
mention the selection feature. 

ii. Hall teaches a data processing security device, attached to 
computing equipment, wherein Hall discloses a detection unit configured to detect which 
of the plurality of communication link security levels is in use at the remote device as the 
pre-set communication link security level (see column 1 1 , lines 43-46, "When the device 
detects a label within the data protocol field that indicates its security level , it would 
have the option of allowing it to pass, inhibit the flow or send replacement data in its 
place.", of Hall). 

Yoshizawa teaches a radio communication device and user 
authentication method, wherein Yoshizawa discloses "selecting a security level from a 
plurality of security levels in accordance with a condition of the radio communication" 
(see column 2, lines 62-64 of Yoshizawa). 

ill. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hall into the system of Ono 
to allow selecting a security level amount a plurality of security levels. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshizawa into the system 
of Ono to allow selecting a security level amount a plurality of security levels. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Hall into the system of Ono to allow selecting a security level 
amount a plurality of security levels, because Ono teaches a security communication 
method (see column 1, lines 11-14 of Ono), wherein the security level used in the 
remote device can be detected from the 'encryption variable' in the input message (see 
figure 6, 'encryption variable' of Ono). Hall teaches "When the device detects a label 
within the data protocol field that indicates its security level , it would have the option of 
allowing it to pass, inhibit the flow or send replacement data in its place." (see column 
11, lines 43-46, of Hall, emphasis added). Therefore, Hall's teaching could enhance 
Ono's system. 
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The ordinary sl^illed person would liave been motivated to have 
applied the teaching of Yoshizawa into the system of Ono to allow selecting a security 
level amount a plurality of security levels, because Ono teaches a security 
communication method (see column 1, lines 11-14 of Ono), wherein the security level 
used in the remote device can be detected from the 'encryption variable' in the input 
message (see figure 6, 'encryption variable' of Ono). And Yoshizawa teaches "selecting 
a security level from a plurality of security levels in accordance with a condition of the 
radio communication" (emphasis added). Therefore, Yoshizawa's teaching could 
enhance Ono's system. 

Referring to claim 8 : 

Ono, Hall, and Yoshizawa teach the claimed subject matter: a server 
device configured to communicate with a mobile communication terminal device (see 
claim 7 above). Ono further discloses the control unit (see figure 1 , element 41 
'encryption/communication control unit' of Ono). 
Referring to claims 9. 16 : 

Ono, Hall, and Yoshizawa teach the claimed subject matter: a server 
device configured to communicate with a mobile communication terminal device (see 
claim 7 above). Ono further discloses the inquiry unit (see column 2, lines 9-17 of Ono). 
Referring to claim 10 : 

i. Ono teaches: 

A mobile communication terminal device having a security 
communication function, comprising: 

(a) a detection unit configured to detect which of the plurality of 
communication link security levels is in use at the remote device (see figure 7, element 
S206 'which conversion type is specified?'; and column 12, lines 28-55, of Ono); 

(b) an announcing unit configured to announce said detected 
communication link security level (see figure 1, element 32 'input/output controlling unit' 
of Ono); 

(c) a communication link security level setting unit configured to set 
by a user at least one of a communication link security level permitting communication 
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and a communication linl< security level not permitting communication (see column 3, 
lines 17-21 '...specify... which encryption/digital signature method should be used,' of 
Ono); 

(d) an internal memory configured to store the communication link 
security level information set by the user via the communication link security level 
setting unit (see figure 1 , element 2 'client apparatus' of Ono); 

(e) a judgment unit configured to judge whether said detected level 
satisfies the communication link security level condition previously set by the user (see 
column 8, line 65-column 9, line 8 of Ono); and 

(f) a control unit configured to prevent the establishment of 
communications when the communication link security level condition is not satisfied or 
allow communication when the communication link security level condition is satisfied, 
each of said plurality of communication link, security levels corresponding to a strength 
of ciphering in use at the remote device (see column 1 , lines 32-42; and figure 7, 
element S206 'which conversion type is specified?' of Ono). 

Ono discloses detecting which of the plurality of communication link 
security levels [i.e., encryption, digital signature, encryption and digital signature, etc., 
see figure 7 of Ono] is in use at the mobile communication terminal. However, the 
security level detected is not a pre-set security level. Neither does Ono specifically 
mention the selection feature. 

ii. Hall teaches a data processing security device, attached to 
computing equipment, wherein Hall discloses a detection unit configured to detect which 
of the plurality of communication link security levels is in use at the remote device as the 
pre-set communication link security level (see column 1 1 , lines 43-46, "When the device 
detects a label within the data protocol field that indicates its security level , it would 
have the option of allowing it to pass, inhibit the flow or send replacement data in its 
place.", of Hall). 

Yoshizawa teaches a radio communication device and user 
authentication method, wherein Yoshizawa discloses "selecting a security level from a 
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plurality of security levels in accordance with a condition of the radio communication" 
(see column 2, lines 62-64 of Yoshizawa). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hall into the system of Ono 
to allow selecting a security level amount a plurality of security levels. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshizawa into the system 
of Ono to allow selecting a security level amount a plurality of security levels. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Hall into the system of Ono to allow selecting a security level 
amount a plurality of security levels, because Ono teaches a security communication 
method (see column 1, lines 11-14 of Ono), wherein the security level used in the 
remote device can be detected from the 'encryption variable' in the input message (see 
figure 6, 'encryption variable' of Ono). Hall teaches "When the device detects a label 
within the data protocol field that indicates its security level , it would have the option of 
allowing it to pass, inhibit the flow or send replacement data in its place." (see column 
11, lines 43-46, of Hall, emphasis added). Therefore, Hall's teaching could enhance 
Ono's system. 

The ordinary skilled person would have been motivated to have 
applied the teaching of Yoshizawa into the system of Ono to allow selecting a security 
level amount a plurality of security levels, because Ono teaches a security 
communication method (see column 1, lines 11-14 of Ono), wherein the security level 
used in the remote device can be detected from the 'encryption variable' in the input 
message (see figure 6, 'encryption variable' of Ono). And Yoshizawa teaches "selecting 
a security level from a plurality of security levels in accordance with a condition of the 
radio communication" (emphasis added). Therefore, Yoshizawa's teaching could 
enhance Ono's system. 

Referring to claim 1 1 : 
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Ono, Hall, and Yoshizawa teach the claimed subject matter: a mobile 
communication terminal device (see claim 10 above). Ono further discloses the 
accounting unit (see figure 1, element 22 'input/output controlling unit' of Ono). 
Referring to claim 15 : 

i. Ono teaches: 

A server device configured to communicate with a mobile 
communication terminal device via a communication network and via one of a plurality 
of communication link security levels, the server device comprising: 

(a) a server side detection unit, configured to detect which of the 
plurality of communication link security levels are in use in the mobile communication 
terminal device (see figure 8, element S254 'which conversion type?' of Ono); 

(b) a server side communication link security level setting unit 
configured to set by a user at least one of a communication link security level permitting 
communication and a communication link security level not permitting communication, 
wherein the server side communication link security level setting unit is configured to be 
set by a user, and the server device also comprises (see column 1 , lines 32-42 of Ono): 

(c) an internal memory configured to store the communication link 
security level information set by the user via the server side communication link security 
level setting unit (see figure 1, element 41 'encryption/communication control unit' of 
Ono); 

(d) a server side control unit configured to prevent communication 
when said detected communication link security level has not reached said 
communication link security level permitting communication or to discontinue 
communication when said detected communication link security level falls below said 
communication link security level not permitting communication, each of said plurality of 
communication link security levels corresponding to a strength of ciphering in use at the 
remote device (see figure 1, element 41 'encryption/communication controlling unit'; 
and column 1 , lines 32-42 of Ono). 

Ono discloses detecting which of the plurality of communication link 
security levels [i.e., encryption, digital signature, encryption and digital signature, etc.. 
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see figure 7 of Ono] is in use at the mobile communication terminal. However, the 
security level detected is not a pre-set security level. Neither does Ono specifically 
mention the selection feature. 

ii. Hall teaches a data processing security device, attached to 
computing equipment, wherein Hall discloses a detection unit configured to detect which 
of the plurality of communication link security levels is in use at the remote device as the 
pre-set communication link security level (see column 1 1 , lines 43-46, "When the device 
detects a label within the data protocol field that indicates its security level , it would 
have the option of allowing it to pass, inhibit the flow or send replacement data in its 
place.", of Hall). 

Yoshizawa teaches a radio communication device and user 
authentication method, wherein Yoshizawa discloses "selecting a security level from a 
plurality of security levels in accordance with a condition of the radio communication" 
(see column 2, lines 62-64 of Yoshizawa). 

ill. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hall into the system of Ono 
to allow selecting a security level amount a plurality of security levels. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshizawa into the system 
of Ono to allow selecting a security level amount a plurality of security levels. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Hall into the system of Ono to allow selecting a security level 
amount a plurality of security levels, because Ono teaches a security communication 
method (see column 1, lines 11-14 of Ono), wherein the security level used in the 
remote device can be detected from the 'encryption variable' in the input message (see 
figure 6, 'encryption variable' of Ono). Hall teaches "When the device detects a label 
within the data protocol field that indicates its security level , it would have the option of 
allowing it to pass, inhibit the flow or send replacement data in its place." (see column 
11, lines 43-46, of Hall, emphasis added). Therefore, Hall's teaching could enhance 
Ono's system. 
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The ordinary sl^illed person would liave been motivated to have 
applied the teaching of Yoshizawa into the system of Ono to allow selecting a security 
level amount a plurality of security levels, because Ono teaches a security 
communication method (see column 1, lines 11-14 of Ono), wherein the security level 
used in the remote device can be detected from the 'encryption variable' in the input 
message (see figure 6, 'encryption variable' of Ono). And Yoshizawa teaches "selecting 
a security level from a plurality of security levels in accordance with a condition of the 
radio communication" (emphasis added). Therefore, Yoshizawa's teaching could 
enhance Ono's system. 

Referring to claim 17 : 

i. Ono teaches: 

A method of communicating between a mobile communication 
terminal device and a remote device via a wireless connection, the remote device 
configured to operate at one of a plurality of communication link security levels, 
comprising: 

detecting which of the plurality of communication link security 
levels is in use at the remote device (see figure 8, element S254 'which conversion 
type?'; and column 12, lines 28-55, of Ono); and 

announcing said detected communication link security level, each 
of said plurality of communication link security levels corresponding to a strength of 
ciphering in use at the remote device (see figure 1 , element 4 'server apparatus' of 
Ono). 

Ono discloses detecting which of the plurality of communication link 
security levels [i.e., encryption, digital signature, encryption and digital signature, etc., 
see figure 7 of Ono] is in use at the mobile communication terminal. However, the 
security level detected is not a pre-set security level. Neither does Ono specifically 
mention the selection feature. 

ii. Hall teaches a data processing security device, attached to 
computing equipment, wherein Hall discloses a detection unit configured to detect which 
of the plurality of communication link security levels is in use at the remote device as the 
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pre-set communication Wnk security level (see column 1 1 , lines 43-46, "When the device 
detects a label within the data protocol field that indicates its security level , it would 
have the option of allowing it to pass, inhibit the flow or send replacement data in its 
place.", of Hall). 

Yoshizawa teaches a radio communication device and user 
authentication method, wherein Yoshizawa discloses "selecting a security level from a 
plurality of security levels in accordance with a condition of the radio communication" 
(see column 2, lines 62-64 of Yoshizawa). 

ill. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Hall into the system of Ono 
to allow selecting a security level amount a plurality of security levels. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Yoshizawa into the system 
of Ono to allow selecting a security level amount a plurality of security levels. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Hall into the system of Ono to allow selecting a security level 
amount a plurality of security levels, because Ono teaches a security communication 
method (see column 1, lines 11-14 of Ono), wherein the security level used in the 
remote device can be detected from the 'encryption variable' in the input message (see 
figure 6, 'encryption variable' of Ono). Hall teaches "When the device detects a label 
within the data protocol field that indicates its security level , it would have the option of 
allowing it to pass, inhibit the flow or send replacement data in its place." (see column 
11, lines 43-46, of Hall, emphasis added). Therefore, Hall's teaching could enhance 
Ono's system. 

The ordinary skilled person would have been motivated to have 
applied the teaching of Yoshizawa into the system of Ono to allow selecting a security 
level amount a plurality of security levels, because Ono teaches a security 
communication method (see column 1, lines 11-14 of Ono), wherein the security level 
used in the remote device can be detected from the 'encryption variable' in the input 
message (see figure 6, 'encryption variable' of Ono). And Yoshizawa teaches "selecting 
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a security level from a plurality of security levels in accordance with a condition of the 
radio communication" (emphasis added). Therefore, Yoshizawa's teaching could 
enhance Ono's system. 

Referring to claim 18 : 

Ono, Hall, and Yoshizawa teaches the claimed subject matter: a method 
of communicating between a mobile communication terminal device and a remote 
device via a wireless connection (see claim 17 above). Ono further discloses the 
judging unit (see figure 8, element S254 'which conversion type?' of Ono). 

Referring to claim 19 : 

Ono, Hall, and Yoshizawa teach the claimed subject matter: a method of 
communicating between a mobile communication terminal device and a remote device 
via a wireless connection (see claim 17 above). Ono further discloses the setting (see 
column 3, lines 17-21 '...specify... which encryption/digital signature method should be 
used,' of Ono). 

Referring to claim 20 : 

Ono, Hall, and Yoshizawa teach the claimed subject matter: a method of 
communicating between a mobile communication terminal device and a remote device 
via a wireless connection (see claim 17 above). Ono further discloses the 
establishment or preventing the establishment of communications between a mobile 
communication terminal device and a remote device (see column 1 , lines 32-42 of Ono). 



5. Claims 5, 12-13 and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ono et al. (U.S. Patent No. 6,496,930 B1 ) in view of Hall (U.S. Patent 
No. 5,126,728), in view of Yoshizawa (U.S. Patent No. 6,928,166 B2), and further in 
view of Tanaka et al. (U.S. Patent No. 6,208,376 B1), hereinafter "Tanaka". 



Referring to claims 5. 12-13. 21 : 
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i. Ono, Hall, and Yoshizawa teaches the claimed subject matter: a 
mobile communication terminal device configured to communicate with a remote device 
via a wireless connection (see claim 1 above). Ono further discloses urging the user to 
input a message (see column 2, lines 9-17 of Ono). However, they do not specifically 
mention urging the selection of the continuance or discontinuance of communication. 

ii. Tanaka teaches a communication system and method wherein 
Tanaka discloses urging a user to select either to "continue" or "stop" when a warning is 
issued (see column 6, lines 12-15 of Tanaka). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Tanaka into the system of 
Ono and Yoshizawa to urge a user to select either to "continue" or "stop" when a 
warning is issued. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Tanaka into the system of Ono and Yoshizawa to urge a user to 
select either to "continue" or "stop" when a warning is issued, because Ono and 
Yoshizawa teach a security communication method (see column 1, lines 11-14 of Ono), 
and the terminal device analyze the encryption variable in the input message (see figure 
7, element S206 'Analyze encryption variable' of Ono). It would enhance the system of 
Ono and Yoshizawa by urging a user to select either continue or stop when the 
encryption variable changes during the data communication. 



Conclusion 

6. Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Joseph Pan whose telephone number is 571- 
272-5987. 
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If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and phone 
numbers for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. 



Joseph Pan 
July 18, 2008 
/HOSUK SONG/ 



Primary Examiner, Art Unit 2135 



